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Introduction

If you've had an email account for even a short period of time, there' s an excellent chance that you' ve received at
least one spam message that’'s a 419 (Nigerian) scam message. 419 scams are very crude financial scams that
begin with the intended victim receiving an email message from an aleged “official” at a foreign bank,
corporation, or government agency. The scammer will attempt to gain the victim’s trust, and then convince the
victim to send money to them. Mast of the scammers live in Nigeria, so thistype of scam is called a*419 scam”
after the section of the Nigerian penal code that deals with fraud.

Most people follow the advice of email security experts, and ignore the email messages from spammers and
scammers. Responding to spam not only invites more spam in the future, but can also compromise the
security of a system. Even so, many email users are curious about who the scammers are and how they operate.
In this series of articles, a Process Software engineer chronicles his interactions with several scammers to
demonstrate the inner workings of 419 scams and who is behind them. As an email expert, he is able to protect
his systems and identity from the scammers while exposing different elements of the con.

The Details Of Advance Fee Fraud

It's a common misconception that the point of a 419 scam is to obtain your bank account number, and then clean
it out. Whilethat does happen with phishing" scams, 419 scams are designed to get you to give your money to the
scammer. 419 scams are atype of fraud referred to as “ advance fee fraud” by law enforcement agencies.

In an advance fee fraud scheme, the victim pays a relatively small amount of money up front (usually several
thousand dollars) in order to gain access to a very large amount of money (usually several million dollars) in the
near future. The US Secret Service” has identified seven major forms that advance fee frauds take:
- Transfer of funds from over-invoiced contracts

Conversion of hard currency

Purchase of real estate

Disbursement of money from wills

Contract fraud

Sale of crude oil at below-market prices

By far the most common (and successful) form of advance fee fraud involves transferring funds into the victim’s
bank account. This scheme starts with the scammer sending an email message to a large number of potential
victims, whose addresses usually come from professiona directories, trade journals, and website guest books.
The scammer will claim to be a senior official at a Nigerian bank or government agency who is looking for a
trustworthy foreigner to help him get funds out of the country. The amount of money involved is usually between
$10 million and $75 million, but some scammers use really outrageous numbers.

Thereason given for getting the funds out of Nigeriais always borderlineillegal and morally wrong, so in theory
only someone who's greedy enough to fall for the scam is going to reply to the initial message. Common reasons
are that someone who died unexpectedly abandoned the funds in the bank; the funds are “leftovers’ from a large
government contract that was issued under the previous military regime that ruled Nigeria; or that the funds
belong to a criminal who has been jailed and will never be able to access the fundsagain. In return for helping the

! Phishing is the fraudulent acquisition, through deception, of sensitive personal information such as passwords and credit
card detail s, by masquerading as someone trustworthy with areal need for such information (such as your bank, eBay, etc).
2« Advance Fee Fraud Advisory”, US Secret Service http://www.secretservice.gov/al ert419.shtml



scammer get the funds out of the country, the victim will be paid a percentage of the funds (usually between 10%
and 30%).

Artificial deadlines are imposed to give the entire transaction a sense of urgency. If the victim is given enough
time to think clearly about what’s going on, he might realize it'sa scam. A fictional end-of-the-month bank audit
that would attract atention to the surplus funds is a common method used by scammers to set the deadline.
(Although there aren’t many banks | know of that need an audit to find an extra $50 million on their balance
sheet.) It'sworth noting that the scammer will conveniently “forget” the deadline as long as he thinks he can still
extract cash from the victim. The scammer also tends to mention the “need for urgency and secrecy” as often as
possible in his messages to the victim.

Out of the thousands of initial messages that the scammer sends, he only expects to get back 2 or 3 responses.
The scammer sends a form message back to each of the responses, asking for persona information such as the
victim'’s address and phone number. After several messages back and forth to build trust, the scammer will begin
to ask for confidential information such as bank account numbers and a scan of the victim's passport. The
scammer can't do anything terribly nefarious with this information, but it signals to him that the victim is willing
to do whatever heasks. Some scammers also ask for letters on any corporate |etterhead that the victim has access
to. The scammer will usethe letterhead to forge recommendations to future victims, as well as attempt to obtain a
travel visa from the US embassy in Nigeria.

Once the scammer is sure the victim trusts him, he begins the process of extorting the money. Usually, the
scammer begins by requesting a relatively small amount of money (around $1000) to cover “legal fees” generated
by the transfer of funds. Forged documents and invoices are often used to support these claims. If the victim
hands over the first round of cash, the scammer will begin to request larger and larger sums of money to cover
bogus fees and taxes. The victim thinks that he's aready invested several thousand dollars to guarantee the big
payoff, so he'd be foolish to refuse to pay the additional fees and lose what he's already spent. The scammer
won't stop inventing reasons for the victim to send more money until the victim has no more money to send.

In some cases, the scammers induce the victim to travel to Europe or Africa to “meet” with the scammer so the
transaction can be conducted face-to-face. The scammer really wants to hand the victim over to either his
associates or an organized crime syndicate who will threaten physical harm to get every last penny the victim has
in his bank accounts. At least one US citizen has been murdered in Nigeria by a 419 scammer and/or his
associates, and many others have been reported missing under similar circumstances.

Most of these scams are Nigeria-based for several reasons:

- Nigeria was a British colony and protectorate until 1960, so most of its citizens have a basic fluency in
English. (Infact, English is still the official language.) 419 scams usually target residents of the United
Kingdom, Canada, and the US so English fluency is a requirement for a hopeful scammer.

A majority of Nigeria s population (60% in the year 2000) lives below the poverty line, which leadsto an
extremely high crimerate. Inflation rates over 15% make the problem worse every year.

According to the Central Intdligence Agency®, Nigeria is a magjor transit point for heroin and cocaine
destined for the European market. It's also a major money-laundering center, and refuses to cooperate
with international law enforcement organizations conducting financial investigations. The centra
government is weak, law enforcement is virtually non-existent, and officials are easily bribed. This
means that even if the Nigerian government is handed definite proof that one of its citizens is a 419
scammer, the scammer will probably never even be arrested.

Unsurprisingly, the Nigerian government blames the prevalence of the scams on the greed of foreigners.

% The World Factbook: 2005, US Central Intelligence Agency



Who Are The Scammers?

A significant number of the 419 scammers are serious criminals who run these scams when they’re not otherwise
engaged in murder, kidnap, narco-trafficking, and armed robbery. These are very dangerous people, and
involving yoursdf with them in any way is a bad idea. While the vast majority of the scammers are based far
away in Africa, several of them are associated with organized crime outfits that operate closer to where you live.
The ties between 419 scammers and organizations such as the Chinese Triad and the so-called Russian Mafia are
well documented.

I highly recommend you do not attempt what I’ ve done in this series of articles. If you feel you absolutely must,
make sure you never give the scammer any kind of information that can be linked back to you. A few people
make a hobby out of trying to scam the scammers, but they go to elaborate (and sometimes expensive) lengths to
conceal their true identities.

All About Me

I'd rather not meet one of the scammers personaly, so | went to some trouble to conceal my identity while
communicating with the scammers. | used a false name, throwaway email addresses from free providers, and
non-existent street addresses. | sent email messages to the scammers through public WiFi networks in the greater
Boston area, so the scammers couldn’t trace the | P addresses back to Process Software.

A friend in Seattle set up an electronic telephone relay for me. Any scammer willing to spend the money on an
international call got to listen to my automated greeting, and then leave a message after the tone. | could access
the messages as audio files. | also set up a fax forward through another friend in San Jose. It never seemed to
bother the scammers that the area codes were in opposite corners of the country from Boston and from each other.

My First Scammer

All of Process Software' sincoming mail passes through a proxy server running PreciseMail Anti-Spam Gateway.
Nigerian 419 scam messages are quarantined by PreciseMail, so it's easy to find a couple weeks worth using the
web-based user interface to the quarantine area. Because the 419 scammers send their initial message to
thousands of people, they won't notice that I’ m replying from an address they didn’t send the message to.

The first message was sent from a web mail system located in the Czech Republic. This particular web mail
system doesn’t indicate which IP address the user connected from, so | can only guess that the scammer was
sitting in Nigeria when he sent this message. The message has several of the characteristics that identify a 419
scam:

The sender claims to be a senior official with a bank in Nigeria.

Someone who unexpectedly died |eft alarge sum of money in the bank.

In return for assisting with the transfer of funds, I'll receive several million dollars.

Degpite pretending to be someone who would be highly educated and have a good grasp of English, his

grammar and spelling are atrocious.

If this wasn't a scam and the $20 million actually existed, the scammer is essentially asking me to help him
launder the money with my persona bank account. For my trouble, he's going to cut me in for 30% of the take
($6 million). In the real world, that wouldn't work. My bank would notify the Internal Revenue Service the



second that the money was deposited in my account. The IRS would start by turning me over to the Drug
Enforcement Agency, in case I'm a narco-trafficker. The IRS could also turn me over to Homeland Security on
the suspicion that the money is going to be used to fund terrorism. At any rate, the best-case scenario is that the
government seizes the money and | spend the next 5 years in a Federal prison.

From mkeejioforl@iscali.cz
Subj ect: ASAP
To:  XXXXXX@XXXXX. com

From MR M ke Eji of or (CHARTERRED ACCOUNTANT, MPA) .
Uni on Bank of Nig Plc.

Marina Brach, Pl ot 1212, tijian

bello Street, Victoria Island.P.MB 0090,

Lagos .

Tel ; 234 80 434 325 96 / 234 80 36761222
Attn: Sir,

| am M .M ke Ejiofor a senior manager accounts/audit departnent, in
Uni on Bank of Nigeria Plc.

DR George Brum ey Jr, who was a consultant with Shell devel opnent
conpany in Nigeria and a personal friend Died and | eft behind

his deposit in this bank (UNI ON BANK NI GERI A PLC) val ued $20 M lion
Dol | ars.

My relationship with DR George started in year 1999 when | was a
supervisor in Union bank marina branch. W met in ny social club
annual end of the year party and | introduced himto nmy bank where he
opened this account sone few weeks later making me the account officer
to the account and he operated this account until his death.

On the 21st of July 2003, DR GCeorge,his wife and their two children
were involved in a plan crash in Nairobi Kenya. Al passengers of the
pl ane unfortunately lost their lives. Since then | have made severa
enquiries to his enbassy to | ocate any of DR Ceorge's extended
relatives this has al so proved unsuccessful. To prevent the bank

to claimthis noney | now decided to contact any foreigner who can
assit in realising this goal by acting as the next of kin to
Dr.CGeorge, with hope to get this noney out of the bank. This is the
web site of this tragedy that struck on that faithful day.

http://ww. cnn. conl 2003/ WORLDY af ri ca/ 07/ 20/ kenya. crash/ i ndex. ht ni

| amcontacting you to assist in repatriating the noney |eft behind by
M . George before they get confiscated since the bank has declared the
account unnserviceable. | have been unsuccessful in |locating the
relatives for over 3years since | was recalled back to nmarina branch
as a senior nmanager froma transfer that took ne to another branch of
t he bank.

| therefore seek your consent to present you as the next of kin of the
deceased, so that the proceeds of this account valued at $20 MI1lion
Dol | ars can be paid to your account abroad ,you will have 30% of the
noney for your role while | will have 60% and 10% for expenses that
we may incure in the cause of processing the claim




However, the nonent we finalize the transaction and the noney is
confirmed into your nomi nated Bank account,| will travel down to

your country for ny share of the fund. | and ny attorney have access
to all necessary |egal docunments that can be used to back up the claim
we are making. Al | require is your honest co operation to enable us
succeed in this transaction. Your contact information are very
necessary, | mean contact address, phone and fax nunbers

| guarantee that this will be executed under a legitinmate arrangenent
that will protect you fromany breach of the | aw. Please do get back
to me as soon as possible

Best Regards,
M .M ke Ejiofor

The Union Bank of Nigeria, PLC has a website at http://www.unionbankng.comV. | suspected that it was just a
front bank based on the appearance of the website, but after some research it turns out that it's a legitimate bank.
They do have a Marina Branch in Lagos, but the address is PMB 2007, Lagos. The phone numbers have the
international dialing code for Nigeria in front of them, but they go to a private residence rather than a bank
branch. Telephone service to Nigeriais unreliable, and | wasn't able to get through to either of the numbers when
| tried dialing them.

| send the scammer back a message letting him know that I'm interested. He's not going to pay too much
attention to this message, except to note that |1 sent him the information he requested instead of an insult for
spamming me.  In return, he's going to send me back a form letter that asks for a little bit of follow-up
information.

Note that the message is being sent to a new address at i12.com. The original message the scammer sent out had
an embedded Repl y To header with the i12.com address, so a victim who clicked the “Reply” button in their
email client would automatically have the To address switched. This means that the web mail account in the
Czech Republic was either fake, or the scammer figured it would be shut down after the recipients of his message
began complaining. When I'm done getting all the info | can out of the scammer, I’m going to try to get al of his
email accounts shut down.

From "M chael Hawk" <m ke5214@XXXXX. conp
Subj ect: Re: ASAP
To: mkeejiofor@12. com

Dear M. Ejiofor,

| would be very happy to assist you with repatriating
Dr. George's funds.

My address is:

XXX XXXXXXXX Ave

Bost on, MNA

02199 USA

My phone nunber is: +1-206- XXX- XXXX

My fax nunmber is: +1-831- XXX- XXXX

What do | need to do to help you?




M chael Hawk

As expected, this is the follow-up message the scammer sent to everyone who nibbled at his bait. This message
was sent from a Yahoo account. Luckily for us, Yahoo clearly indicates from which IP address the message was
sent. This message (along with the rest of the messages | receive from this particular scammer) was sent from
somewhere in Lagos, Nigeria.

From "MKke Ejiofor" <m keeji of or2000@ahoo. conr
Subj ect: VERY HAPPY TO HEAR FROM YQOU
To: m ke5214@XXXXXX. com

Dear M chael Hawk,

| amin receipt of your mail with thanks, | am al so happy that you are
wling to do this transaction with ne.

| want to know if your Bank account is functional, not a dornant
accout that is not operatinal,you know that the noney we are tal king
here is huge,you can as well open a new Bank account if you are not
okay with the account you are operating on

I will be waiting for your urgent response to enable me advice you
further on what to do next.

| have made sone arrangenents on how to forward the clai mdocunents to
you as soon as we progress with the processing of the fund on your
name as the next of kin to Dr. George Brum ey Jr.

I will be waiting for your response to enable ne advice you further
You can call ne on 234 80 434 325 96 for further clarification ,lI wll
definately call you by tonmorrow God willing for nore talks.

Regar ds
M ke

The question about whether my bank account is dormant is a little unusual - | think it’s this particular scammer’s
method of checking to make sure| really do have abank account. If | don’'t have a bank account, than | probably
don’'t have much money for him to steal. The scammer really wants to talk on the phone so he can get an idea of
how deeply he's lured me into the scam. Long distance telephone calls to Nigeria are expensive, so I'm going to
let him call my Sesttle number instead of calling him myself.

I send the scammer back a one line email message confirming that | have an active bank account, and ask what |
should do next to help him out.

The next message | receive from the scammer asks me to re-type a letter on my company letterhead. What I'm
supposed to type in the letter is obviously garbage - the scammer just wants my letterhead so he can try to forge
future documents to make himself seem more legitimate to other victims. He also complains that the phone
number | gave him isincorrect. I’m guessing there's a problem with his telephone connection, since the Sesttle
telephonerelay is working just fine.



From "Mke Eiofor" <m keeji of or2000@ahoo. conp

Subject: Viewthe attached / re type the letter here and send it back
to ne for subm ssion

To: "M chael Hawk" <m ke5214@0XXXXX. conp

Dear M chael ,

Thank you so nuch for your response to this matter. | want to assure
you that this transaction will be carried out legally and al
docunments backing this claimw || be obtained on your behal f and send
to you for your perusal.l tried to call you few hours ago , but |

di scover that the phone nunber you gave ne is incorrect,pls give ne a
functioni ng phone nunber to enable nme have sone words with you.

Sequel to ny last mail to you here is the letter of claimyou are to
wite back to me stating that you wish to nmake this claimas the next
of Kin to DR George Brunley Jr,you are to wite this letter with your
| etter headed paper and send back to me.You are to attach copy of your
ID for authentication of the claimand all your infornmation

dat as, phone, fax , office address and resi dence.

However,this letter will be sent to the Bank for the onward processing
of the fund in your nane with the supplied information .

Below is the letter .You are to send back to me via this mail box so
that | can print it out and submt on your behalf in nmy Bank

The Executive board,

Your contact add and phone
Uni on Bank of Nigeria Plc
Head O fice

36 Mari na,

PMB 2027,

Lagos.

Attn Yusuf Gal adi ma

Dear Sir,

Re: Application for daimus $20m usd

| hereby apply for the claimfor ny relative fund of US $20 M11lion
whi ch he Deposited in Marina branch office of your bank in reference

to the account No 3306436699. . | amwiting in respect to ny
relatives fund DR George Brumiey Jr) who died in a terrible plane
crash in Nairobi Kenya on the 21st of July 2003 . | amsorry for not

being able to cone forward to the claims. My relatives fund sooner as
stipulated in sonme of the docunents you have over there in your bank

| have been away fromthe conpany all this while on a very serious
private mission of which | just came back, and | am now set to claim
ny inheritance of US $20.MIlion to which has been in your

possession before ny relative infinity death. | would be very happy if
ny inheritance issue is looked into and the funds paid into ny banking
information stated bel ow.

Nane of bank

Bank address

Bank account no

Benefi ciary nane

Swi ft code

Tel ephone/ Fax nunber of the Bank




Furt her nore,
this matter please fill

Yours faithfully

if you have any question or would w sh to contact
free to contact ne on ny tel ephone nunber ----
.your phone and fax

Not e

| HAVE ALSO ATTACHED MY Bank | D FOR YOU TO KNOW WHOM YOU ARE DEALI NG
W TH.

After this | will advice you further on the next step

M KE

ne on

In an apparent effort to make me trust him more, the scammer has sent me an image of what is supposedly his
bank ID card. The name, date, and branch information are all obvioudy fake - notice how much clearer they are
than therest of the ID card. When I’m done toying with the scammer, 1"’ m going to send a copy of the card to the
real Union Bank. There'sa good chance that the photo is a real bank employee who either had his D stolen or is

cooperating with the scammers.

FPlot 1201, Tijlan lelln Sraet,
Viiterka 5lasd, PN B 0090

i B

= Maring rasch, Lages

Mike Ejiofor
Managar

June 17, 2002
Duate teauedd

’ i
Hiddar ‘s Sagnalure

Big. Streap. Roliakl

| know that the scammer wants me to send him the typed-out letter by email, but I'm going to act like | think he
wants a physical copy. Every address he's given meis most likely fake, and his response to this message should

confirm that. Sending a letter to Lagos isn't cheap

- even if he replies that he's fine with a package delivery

service, I’'m going to find an excuse to send it by email. | also add a possible explanation for the phone problems.
| want the scammer to think I’ m concerned that he can’t reach me by phone - areal victim would react that way.

From "M chael Hawk"
Subject: Re: View the attached /
back to nme for subm ssion

To:

Dear M ke,

nmaki ng and receiving calls all af
dialing the international nunber

<m ke5214@XXXXX. come

"M ke Ejiofor" <m keejiofor2000@ahoo. con»

My phone nunber is +1-206- XXX- XXXX

wite out the letter on ny conpany letterhead and send it to

[ owill

you. |Is sending it by XXX OK? It's already too late for nme to send
it today, but | can send it first thing Monday norning. XXX tells ne
that it should be in your possession 3 days after | send it.

re type the letter here and send it

The phone is working - |'ve been
ternoon. Are you sure you are

correctly?




If that is going to cause an unacceptable delay, | can scan a copy of
the letter and ermail it to you imediately as an attachnment so we can
proceed.

M ke

While I’d rather have the scammer get through to the voicemail on my phone relay and leave me messages at his
expense, this message indicates I'm going to have to settle for him wasting his time dialing the number
repeatedly. At least he swilling to believe it’'s dueto Nigeria's poor telecom system, instead of getting suspicious
that I’'m not being totally honest.

As expected, he confirms that his mailing address isn't valid by telling me that | don’'t need to send a physical
copy of theletter. | decideto ignore him for a while, and make him request it again.

From "MKke Ejiofor" <m keeji of or2000@ahoo. conr
Subject: E nail the letter as an attachnent
To: "M chael Hawk" <m ke5214@XXXXX. conP

Dear M cheal,

Thanks for your mail and imediate follow up to this nmatter.

| was dialing the vyour nunber with the internationnal code, perhaps
it is due to poor connectivity in dialing international nunbers from
here. | will keep trying to get you on the phone as soon as possible.
However, you do not need to send the letter via DHL, all you have to
do is scan a copy of the letter and e mail to ne as an attachment so
that | can print it out submt to the Bank on your behal f as the next
of kin to the deceased.

Il will be waiting for your imediate response.

Best Regards
M ke

The scammer sends me another email saying that the phone number is busy, which it definitely isn't. I'm
guessing that there' s a problem with his phone connection, and he can’t tell the difference between that and a busy
signal.

From "MKke Ejiofor" <m keeji of or2000@ahoo. conr
Subject: Wiiting to hear fromyou
To: "M chael Hawk" <m ke5214@0XXXXX. conP

Dear M cheal ,

| called the nunmber you gave to ne but it was not not connecting, it
was telling ne that the nunber is busy.

Meanwhi | e, you shoul d endeavour to scan the letter of claimand send




asap so that | can print it out and submit to the Bank on nonday. You
can as well call nme on 234 1 721 8493 or 234 80 4343 2596 for further
del i brati on.

egar ds

M ke

To keep the game going, | send the scammer back an email with a bardly plausible reason why my phone number
isbusy (“I useit al the time for business, so | was probably talking to someone else when you called.”). | aso
attach a copy of the letter he requested, on letterhead for a non-existent company. | deliberately don’t include my
address and photo ID like the scammer asked meto. I'mtrying to cultivate the impression that I’ m not that bright
so the scammer doesn’t get suspicious that I'm having fun at his expense.

If you'll recall the information I’ m supposed to provide in the letter from the scammer’s previous message, you'll
notice that it's a roundabout way for the scammer to ask for my bank account information. It's extremely
important to note that this kind of information will only allow the scammer to deposit money in my account - he
absolutdy cannot withdraw any money unless he physically walks into a branch of my bank and manages to
convince them that he's me.

Of course, to keep that from happening I’ ve handed him bogus information. A SWIFT code identifies a particular
bank. SWIFT codes are publicly available - most banks place their SWIFT codes on their websites, and there' s
even an online directory. The SWIFT codel used isa valid SWIFT codefor alarge US retail bank, but it’sfor a
banking unit located thousands of miles from Boston. The routing number and account number | use are
completely incorrect - they even have the wrong number of digits. But the only way for the scammer to know
that isto actually try to deposit money in the account, which he’s definitely not going to do.

The scammer never really cared about my account information in the first place - it's just a way for him to tell
how much I trust him. Since I’ ve handed over the information without any fuss, he thinks | trust him implicitly.
If hewasarea con artist instead of an amateur scammer, he would be really suspicious about how easily | handed
over the information.

The scammer sends me back a message reminding me to send my contact address and a copy of my photo ID. He
also lets me know that he's going to keep on dialing the phone number | provided him. I've never heard of a
scammer wanting to chat on Yahoo Messenger before, but I’'m not about to agree to do that. Yahoo Messenger
isn't particularly insecure compared to other instant messaging systems, but it's still possible to do all kinds of
nefarious things to people you' re chatting with.

From "MKke Ejiofor" <m keeji of or2000@ahoo. conr
Subj ect: PLS | NDI CATE YOUR FULL CONTACT ADDRESS
To: "M chael Hawk" <m ke5214@XXXXX. conp

Hell o M chel

| got the letter ,but you did not indicate your full contact address
and copy of your |Id as adviced,pls indicate it for me so that | can
print out the letter by nonday and submit on your behalf as the next
of kin to Dr George Brunley Jr.

As regards your phone,| will keep trying until | get through,you can
as well let me know when you can be on yahoo nessenger so that we can

10



chat and di scuss futher on this project.

Thank you for your understanding so far
Regar ds
M ke

Just like the scammer requested, | send him back an email with my address. The address is doesn’t actually exist,
but the scammer isn’t going to check it. | also send the scammer a scanned copy of my “passport”.

The scanned passport image | sent him doesn’t bear any resemblanceto areal US passport. Luckily for me, these
scammers spend so much time around poorly constructed fake documents that this fooled him. The scammer
doesn’t really care about my passport - again, it's just away for him to make sure I’'m emotionally invested in the
scam.

The next two messages | receive from the scammer are the lead-in to the real scam - he’ s going to try to get meto
send him several thousand dollars to cover “expenses and fees”. In this case, the scammer’s going to claim he
needs the money to pay the lawyer, and it’s only fair that | should pay the fees since he's doing all the legwork in
Nigeria.

From "MKke Ejiofor" <m keeji of or2000@ahoo. conr
Subj ect: Information recieved
To: "M chael Hawk" <m ke5214@0XXXXX. conp

Dear M ke,
| recieved the information you sent.

| should be able to subnmit the letter to the Bank by tonorrow bei ng
nonday, so as to enable the Bank be aware that you are ready to nmke
this claim

Meanwhile, | will also neet with attorney who will process the claim
and represent you in the Bank since it will be nobre expensive for you
to cone over here in person for the claim | will also update you on
t he outcome of our discussion.

Have a ni ce day.
M ke

From "Mke Eiofor" <m keeji of or2000@ahoo. conp
Subj ect: Update
To: "M chael Hawk" <m ke5214@0XXXXX. conp

Dear M chael,
How are you doi ng today?
| have been able to submit the application of the claimon your name

as the next of kin to Dr George Brunmley Jr and it has been accepted by
t he Bank.

11



Meanwhil e ,1 have also collected the deposit cetificate of the fund
fromthe office for you,l| will forward it later in the evening today
to you for your perusal and docunentation as the Bank will request for
it when the fund will be ready for transfer.

| amdiscussing with the attorney concerning the processing of the

fund ,1 will keep you posted on anything we agreed on | ater today.

| will get back to you later ,you can as well call me on 234 80 434
325 96

God Bl ess

M ke Eji of or

Theré's really no reason for me to send a response to ether of the two previous messages, but | want to
continually reassure the scammer that I'm completely taken in by the scam. | send him a short message saying
that I’m looking forward to hearing from him later in the day, which should let him know 1" m still on the hook as
a potential scamming victim.

This is the key message that puts the scam into action. The scammer claims that he needs $3,600 to pay the
lawyer. Of course, thereis no lawyer - he' s just going to take the money and run (or at least take the money and
then try to take some more).

From "MKke Ejiofor" <m keeji of or2000@ahoo. conr
Subject: Viewthe attached and get back to ne asap
To: "M chael Hawk" <m ke5214@XXXXX. conP

Dear M cheal,
| have collected the deposit certificate of the fund for you, keep it
well the Bank will request for the copy when the noney will be ready

for transfer,| amattaching the deposit certificate to this mail for
your perusal.

| have al so dicusssed with the | awyer extensively concerning the
prcessing of the fund on your behalf as the next of kin to the
deceased and he made nention of his consultation fee which anmount to
$3, 600. 00 usd before he can do the work for us,| try to convince him
that the next of kin is not based here that he is in abroad but he
said that he has been hadling nmatter like this before,though I know
himto be a reputable | awer here.

Here is his contact you may contact himfor further clarification if
you wi sh to do so

Name Barrister Charles Okwute

Phone 234 80 534 14652 /234 1 895 9067

Now what | want us to do is to nake arrangenents on how to settle his
fee so that he can conmence work.
| await your reply soon

Regar ds
M ke Eji of or
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Process Software Exposing Nigerian Email Scams #1

On the next page is the fake certificate of deposit that the scammer attached to the message. The black text has
obviously been added with image editing software and the signature has been done with a mouse, but otherwise
the certificate looks legit. Somebody went to alot of effort to make sure the background printing behind the black
text would hold up to casual inspection. The image of the certificate is reduced in size to fit on the page, but a
close examination of the original image | received shows that the area immediately behind the black text is
noticeably different from the adjoining pattern.

Below isa magnified view of some text from the certificate. If you look closely, you can see that the background
security printing a few millimeters above the text doesn’t match up with the security background behind the text.

DR. GEORGE BRUMLEY JR.

IIIIIIIEIIIIIIIHIIIHI
. 0562000
Marina Lagos

UNION BANK OF NIGERIA L Marina Branch

...Big, Strong, Reliable

Bertificate of Deposit

This is ro Ceritify that

This Certificate, dated this day, the ....218E... of ... J300axY 2000 . Bearing the
Jollowing information, is hereby issued to

DR. GEORGE BRUMLEY JR.

Deposited: Us$20,000,000.00 (wenty Million United States Dollars)
Deposit Ref- Np.: . UNP129/XYZT77/2000  Jecount No.: 3306436699
ﬂ{ma‘ger s Signature Depositor’s Signature

ENNNHNHENNN.

HHNHNHNHHH&I

S SISIP 11 S101¢ pararararararard

e e L T

I know that the scammer wants me to offer to send him the $3,600. He probably doesn’t remember the details of
what he sent me in the very first message, but he claimed that 10% of the $20 million was going to be used to
cover expenses. |’m going to remind him of this, and rather coldly suggest he take care of the fee and get back to
me when the “lawyer” has completed his work.
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From "M chael Hawk" <m ke5214@XXXXX. con®
Subject: Re: View the attached and get back to nme asap
To: "MKke Ejiofor" <m keeji of or2000@ahoo. conr

Dear M ke,

The certificate of deposit seens to be in order.

|''massuming that the $3,600 the attorney requires can be paid from
the 10% that you are keeping to cover your expenses. |'ll await your

further instructions once the attorney has conpl eted the paperwork.

M chael Hawk

The scammer gets alittle frustrated with mein this message, sincel didn’'t immediately offer to send the money to
him. Notice the shift in his personality from the previous messages, where he acts like he's my friend who can’t
do enough to help me finish the “business deal”.

From "Mke Eiofor" <m keeji of or2000@ahoo. conw
Subject: | amwaiting for your reply urgently
To: "M chael Hawk" <m ke5214@XXXXX. conp

Dear M chael,

You seem not to understand this whole process well,the 10% can not be
used now until the noney is finaly sent to your Bnak account,that of
processing this claimso that whatever noney spent will be deducted
fromthat potion of the noney.

As may you al ready know that the whole $20musd is still in the Bank
on the name of Dr George Brumiey and there is no way | can use the
noney .

The issue at hand now is that the | awer needs his consultation fee
bef ore he can go ahead and process the necessary docunments to back up
the claimand change your nanme as the real next of kin to Dr Geroge
Brum ey Jr,an affidavite of claimw ||l be made on your nanme as the
next of kin putting you in the right position for the claim

What | want you to do is to tell me sincerely how much noney you can
rai se fromyour own end there so that we can get the attorney start
work for us inmediately.\

| will be waiting for your urgent reply
M ke

Despite what the scammer says in the first line of the message, | understand the whole process very well. | send
the scammer the $3,600 and then | never hear from him again unless he tries to extract more money.

| especially like the last paragraph of the message, where the scammer basically asks how much money | have. If
| actually sent the $3,600 to him, I’m willing to bet he’ d keep on inventing fictional fees that miraculously add up
to exactly theamount | told him.
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I send back a message that should calm the spammer down. | mention how easy it is for me to find the $3,600
he's asking for, which gives him the impression that | have a truckload of cash. | also ask about reimbursement
for the fee, which should reassure the scammer that it's only my greed that kept me from immediately sending
him the cash.

| ask him for his bank account information at the end of this message. Even if the scammer does have a real bank
account, he's not going to give methat information. The routing and account numbers leave a mile-wide trail that
can be used to track down the scammer’s real name and address.

After the conciliatory message | sent him, the scammer’ s tone changes back to being my new best friend. Here-
iterates that I’ m getting $6 million out of the deal, in an effort to appeal to my greed some more. As expected, he
doesn’'t give me the bank account information | asked for in the previous message. Instead, he wants me to send
the money by Western Union. Western Union money transfers are the perfect tool for these scammers: they can
use a fake name, and walk out of the door with the cash in their pockets. 1t's completely untraceable, and there's
no way to recover any stolen funds.

From "MKke Ejiofor" <m keeji of or2000@ahoo. conr
Subject: reply urgently
To: "M chael Hawk" <m ke5214@0XXXXX. conP

Dear M chael,
| got your mail now.

The 10%is not my noney only ,it is our noney all together.The nobney
is set aside for expenses, whatever noney you spend will be given back
to you fromthe ten percent before the normal sharing of the whole
noney.| want to assure you that whatever amount of noney that is left
after the expenses in the 10%w |l be shared eaqual ly.

As for the remaning, by my cal cul ati on,your own share will be about $6m
usd if amnot wong,but that will that be all that you will get from
this deal,as | will cone over to invest part of nmy share in your
conpany and ot her viable business over there in your country.

On the issue of how you will send the noney,It will be best if you use
western uni on noney transfer ,as that is the fastest means of receving
noney fromany part of the world easily,if you use a Bank acocunt to
wire it here ,it will take over two weeks before confirmati on because
of the nonetary policy here,so the best way is western uni on noney
transfer.

| will appreciate if tell me when you can send the noney to nme so
that | can give you the nane of ny secretary to send it as | am al ways
busy at work here.

| want to assure you that any noney you put in the cause of processing
this claimw |l be given back to you.l want you to have confidence in
ne and everything | tell you.

| will be waiting for your urgent reply
M ke
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I’m not actually going to send the scammer any money, so | haveto find away to stall for time. | decide it’stime
for “Mike” to develop alittle bit of common sense, and ask for a sign of good faith from the scammer. | want a
photo of the scammer (or at least someone he can pay or coerce) that can’'t be faked, so | tdl him | want a photo of
him holding asign with “YAKE” written onit. (“Yake’ isaregiona colloquialism for “what’s up?’) | ask him
for the details of where he wants the money sent to remind him why he really should send me the photo.

From "M chael Hawk" <m ke5214@XXXXX. con®
Subject: Re: reply urgently
To: "MKke Ejiofor" <m keeji of or2000@ahoo. conr

Dear M ke,
| understand now what you nean by 10% for expenses.

| amwilling to send you the noney by Western Union, but before | do |
need sone kind of assurance that you are who you say you are. There

are lots of scammers on the Internet. |'msure you aren't one, but |

have to be sure.

I would like you to send ne a photo of yourself, holding a sign that
says "YAKE' on it. (Yake is a slang expression in America that neans
"H").

I ncl ude the address you would like me to send the noney to via Western
Union in the sane nessage, and | will do so by the end of the business
day here in the US

Regar ds,
M chael Hawk

From "MKke Ejiofor" <m keeji of or2000@ahoo. conr
Subject: reply urgently
To: "M chael Hawk" <m ke5214@XXXXX. conp

H M chael
Thanks for your nmail

You already have ny Id with you ,1 do not know the photo you want ne
to send you again. You can not subject me to a condition because you
want to send noney, maybe you will stand by sonthing hol ding that thing
you want ne to hold and send your photo to nme, m nd what you tell ne
ok.

| want to assure you that this has nothing to do with scamas | do not
have anything to do with scam ok

Let ne know your position before | will advice you further on howto
send t he noney.

M ke

The scammer really doesn’t want to send me the photo, probably for three reasons:
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He doesn’t look anything like the photo on the ID card he sent me earlier.

It's going to cost him time and money to have the photo taken, developed, and scanned.

He doesn't want me to know what he really looks like, just in case the Nigerian authorities decide to
actually do something when the fraud is reported.

He points out that | already have his photo from the ID card, but | can't very well point out that | know it's a
complete fake without blowing my cover. He also makes a clumsy attempt to get me to send him a photo. |
decideto ignore it, since arguing that he already has my photo from my passport validates his ID card argument.

Theré sno way I'm going to really send him any money, but | want him to think | will as soon as | get the photo |
asked for. This message just repeats what I've already said, and clearly lays out my underlying message: no
photo from scammer, no money for scammer.

From "M chael Hawk" <m ke5214@XXXXX. con®
Subject: Re: reply urgently
To: "MKke Ejiofor" <m keeji of or2000@ahoo. conr

Dear M ke,

I'mthe one sending you the noney w thout know ng who you are,
therefore I'mthe one taking all the risks.

| want a photo of you that | know can't be faked by a scammer. Once |
have that photo, | will send the noney for the attorney's fees via
West ern Uni on.

You seem honest and | do not think you are a scammer, but | have to be

sure before | send noney. Until | have a photo of you holding a sign
with the letters "YAKE' on it, | cannot send you the noney.
M chael Hawk

| don't hear anything during the next 2 days, so | send the scammer a brief follow-up message. | try to chivvy
him along by claiming that I’ m going to use the money | would have sent him for other purposes unless he sends
me the photo.

| don't hear anything for another 2 days, so | assume the scammer has decided to drop me in favor of somebody
who isn't demanding a photo from him. This gives me a great opportunity to get rid of the scammer, without
letting him know that |’ ve been playing with him all along.

From "M chael Hawk" <m ke5214@XXXXX. con®
Subject: Re: reply urgently

To: "MKke Ejiofor" <m keeji of or2000@ahoo. conr
Dear M ke,

| think you are a scammer who has been wasting nmy tine. | cannot do
busi ness with soneone |ike you, so the deal is off.

Do not contact ne again.

M chael Hawk
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Conclusion

Once it was obvious that | wasn't going to get any further information out of the scammer, | did as much as
possible to shut him down (at least temporarily). | sent a copy of the fake documents and emails | received from
the scammer to the Union Bank of Nigeria, but they didn’t respond in any way. |’m guessing that their name is
used so often in these scam attempts that it would be a full-time job dealing with every reported scamming
attempt. The scammer’s addresses were reported to the abuse departments at Yahoo and 12, who are following
their usual procedure to deal with accounts used for fraudulent purposes.

This article explained in detail how to recognize Nigerian 419 scams, how the scams work, and what the
scammers want. The technique used by a scammer in one such scam was examined in detail, including the forged
documents used by the scammer to seem more legitimate. Check out the other white papers in this series to read
about my meetings with scammers all across Europe, my horrible grasp of the French language, my ongoing quest
to get funny scammer photos, and much more.

About PreciseMail Anti-Spam Gateway

PreciseMail Anti-Spam Gateway is an enterprise software solution that eliminates spam, phishing and virus
threats at the Internet gateway or mail server. It has a proven 98% spam detection accuracy rate out-of-the-box
without filtering legitimate messages. PreciseMail Anti-Spam Gateway has a highly sophisticated filtering engine
based on a combination of proven heuristic, DNS blacklisting, and Bayesian artificial intelligence technologies,
which automatically learn how to separate spam messages from legitimate email. As a result, PreciseMail Anti-
Spam Gateway can determine whether email is spam instead of passively reacting to known spammers by
creating rules that block them after a spam attack occurs.

About Process Software

Process Software is a premier supplier of communications software solutions to mission critical environments.
With over 20 years in business, we were early innovators of email software and anti-spam technology. Process
Software has a proven track record of success with thousands of customers, including many Global 2000 and
Fortune 1000 companies.

PRECESS

S OF T W A R E

U.S.A.: (800)722-7770 - International: (508)879-6994 - Fax: (508)879-0042
E-mail: info@process.com - Web: http://www.process.com/
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