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1 Installing PMDF and PMDF Layered Products

This chapter contains the procedures for installing or upgrading to version 6.4 of
PMDF-MTA, PMDF-DIRSYNC, PMDF-LAN, PMDF-MSGSTORE, PMDF-POPSTORE,
and PMDF-XGS on a Windows system.

If you are installing a PMDF add-on layered product, (for example, PMDF-DIRSYNC,
PMDF-TLS, or PMDF-LAN), that product is included with the base PMDF kit that is on
your distribution media.

You will be asked during the installation procedure what optional add-on packages
should be installed along with PMDF.

Note: An add-on layered product cannot be installed alone. Either the base PMDF kit must
also be installed, or PMDF must have been installed previously.

For each additional add-on layered product that you install, you will need a Product
Authorization Key (PAK) to activate that product. However, you can install a PMDF
layered product even if you do not have a PAK for it. In that instance, you will not be
able to use that layered product until you have registered and loaded the correct PAK. If
you do not install a layered product during the ‰rst installation, and later decide to add
that particular product, you will have to re-install all the products you use again when
you install the particular layered product for the ‰rst time.

1.1 What You Should Have
Before you perform an installation or an upgrade, you should have received a PMDF

distribution kit. This kit contains the distribution media and all necessary licenses.

1.1.1 Supported Windows Versions
This version of PMDF-MTA, PMDF-DIRSYNC, PMDF-LAN, PMDF-MSGSTORE,

PMDF-POPSTORE, PMDF-TLS, and PMDF-XGS runs under Windows 2000 or Windows
2003 on x86.
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1.1.2 Distribution Media
PMDF for Windows is distributed on a single CD-ROM that contains Tru64 UNIX,

OpenVMS, Windows, and Solaris distributions of PMDF. Included on the CD-ROM are all
the PMDF layered products. The PMDF Windows product family includes the following:

• PMDF-MTA

• PMDF-DIRSYNC

• PMDF-LAN

• PMDF-MSGSTORE

• PMDF-TLS

• PMDF-POPSTORE

• PMDF-XGS

Setup for the PMDF Windows installation program is located under the \Windows direc-
tory on the CD-ROM. The PMDF online documentation is located in the \documenta-
tion directory on the CD-ROM. The documentation may also be installed to disk during
the PMDF installation.

1.1.3 Disk Space Requirements
The disk space requirements for PMDF are shown in Table 1ƒ1.

Table 1ƒ1 Disk Space Requirements for PMDF

Component Name Kbytes Required

PMDF-MTA 20000

PMDFDOC 35000

PMDF-DIRSYNC 1000

PMDF-LAN 1000

PMDF-TLS 3000

PMDF-XGS 200

Note: The PMDF-MTA subset includes both PMDF-MSGSTORE and PMDF-POPSTORE. If you
want to install either of these layered products, choose this particular subset, regardless
of which layered product you will be using.
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1.2 Preliminary Tasks for New Installations
There are several tasks that should be performed before you install PMDF for the

‰rst time. These tasks are discussed below.

1. Disable any existing SMTP server, so that the PMDF SMTP server can replace it.
For example, Windows 2000 Server and Advanced Server have a native SMTP server
by default. To disable this SMTP server:

a. Go to Start Menu ƒ> Settings ƒ> Control Panel ƒ> Administrative Tools ƒ
> Services ƒ> Simple Mail Transport Protocol (SMTP). Click "STOP", and set
"Startup Type" to "Disabled".

OR

b. Go to Start Menu ƒ> Programs ƒ> Administrative Tools ƒ> Services ƒ> Simple
Mail Transport Protocol (SMTP). Click "STOP" and set "Startup Type" to
"Disabled".

2. Con‰gure the Windows Task Scheduler (also called the Scheduler) so that it runs
automatically. To con‰gure the Scheduler:

a. Go to Start Menu ƒ> Settings ƒ> Control Panel ƒ> Administrative Tools ƒ>
Services ƒ> Task Scheduler (or it might just be called Scheduler, depending upon
your version of Windows). Click the "Startup" button and set it to "Automatic".

1.3 Check PMDF Licenses Before Upgrading
The PMDF installation procedure asks you to enter your PMDF licenses (you should

have received these licenses when you purchased PMDF). If you are upgrading PMDF,
check to make sure that you have PMDF licenses that are valid for the new version.
You will need a PMDF-MTA-NT license, plus licenses for each additional PMDF layered
product that you are installing (for example, PMDF-LAN-NT).

Note: Layered products can only be licensed and installed on a system that is already licensed
for PMDF-MTA.

PMDF license information is stored in ‰les with names of the form product-
name.license , which are located in the PMDF table directory. You will have a
separate license ‰le for each PMDF product that is licensed for the system. For
example, a PMDF-MTA license would be stored in a ‰le named C:\pmdf\table\PMDF-
MTA-NT.license, and a PMDF-MSGSTORE license would be stored in a ‰le named
C:\pmdf\table\PMDF-MSGSTORE-NT.license (if you have PMDF installed on the C:
drive).

A PMDF license ‰le has the following format:
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Issuer:Process
Authorization Number: auth-number
Product Name: product-name
Producer:Innosoft
Product Release Date: release-date
Product Token: token
Checksum: checksum

where auth-number , token , release-date , and checksum are speci‰c to your PMDF
license, and product-name is the product name (for example, PMDF-MTA-NT, PMDF-
DIRSYNC-NT, PMDF-LAN-NT, PMDF-POPSTORE-NT, PMDF-MSGSTORE-NT, PMDF-
XGS-NT, or PMDF-TLS-NT).

If you are updating an installation of PMDF, check to make sure that the release
date for each product (the value on the ‰fth line of the ‰le) is later than the release date
of the version of each PMDF product you are going to install. PMDF licenses allow for
the operation of PMDF software that is released before the license release date. New
PMDF product licenses are issued when your maintenance contract is renewed, not when
new versions of software are released.

1.4 Step-By-Step Installation Instructions
You must be an Administrator to do the installation. If you are not logged in as

Administrator , do so now.

The following tasks must be completed during the PMDF installation:

1. Insert the PMDF CD-ROM into the CD-ROM drive, and run Windows Explorer (or
click on the CD-ROM icon) to make the directories on the CD-ROM visible as folders.

2. If you have previously installed PMDF, you must shutdown all PMDF processes before
attempting to reinstall or upgrade PMDF. Use this command to shutdown PMDF:

pmdf shutdown

3. If you have previously installed PMDF, you must ‰rst deinstall PMDF before
attempting to reinstall or upgrade PMDF.

4. Deinstall PMDF from your system by clicking on

• Start Menu, then

• Settings, then

• Control Panel, then

• Add/Remove Programs

5. Select PMDF and click on Add/Remove.

Note: Deinstallation of PMDF deletes only those ‰les present in the distribution kit. In
particular, deinstallation will not remove site-generated ‰les and other ‰les such as
the PMDF con‰guration ‰le:
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\pmdf\table\pmdf.cnf

If you wish to remove these ‰les, you must delete them by hand after InstallShield
‰nishes.

Note that deinstallation of PMDF also does not remove the scheduled tasks such
as the post and return jobs.

6. Open the \Windows folder (listed on your CD-ROM drive), and then double click on
the Setup program to start the installation.

7. Enter the license information from your most recent license. Make sure to update
the licenses for all the PMDF layered products that you are using.

See Chapter 2 for sample PMDF installation screens.

1.5 Post-Installation Tasks for Upgrades
Note: Steps 1 and 2 below are automated by the \pmdf\bin\upgrade_all_dbs utility.

The following is a list of tasks which must be completed following an upgrade
installation of PMDF.

1. If you are using a compiled con‰guration, you must recompile it after an upgrade of
PMDF with the command:

pmdf cnbuild

2. The format of the Berkeley DB (formerly known as SleepyCat) environment ‰les
has changed since the previous version of PMDF. You must do the following. These
database environment ‰les must be deleted via the commands:

del c:\pmdf\table\__db.*
del c:\pmdf\tmp\__db.*

3. Start up the PMDF Job Controller and PMDF Service Dispatcher using the command:

pmdf startup

4. If you also installed PMDF-DIRSYNC, PMDF-LAN, or PMDF-XGS for the ‰rst time,
then you should con‰gure them now. Con‰guration instructions for PMDF-LAN may
be found in Chapter 6 and Chapter 7.

1.5.1 Additional Post-Installation Tasks for Sites Upgrading from
PMDF V6.1 or V6.1-1

The following is a list of tasks which must be completed following an upgrade from
V6.1 or V6.1-1 of PMDF. Sites upgrading from PMDF V6.2 or later should skip this
section.
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1. The HTTP con‰guration ‰le must be updated upon upgrading to PMDF V6.2 or later
from V6.1-1 or earlier. The HTTP con‰guration ‰le is usually \pmdf\table\http.cnf
on Windows.

This ‰le can be updated by running the web con‰guration utility, or by editing the
http.cnf ‰le manually.

The manual steps are as follows. Add the following three lines:

[PATH=/images/]
GET=PMDF_HTTP_GET
HIDDEN=1

Find the following lines and replace them as follows:

• replace [PATH=/popstore_user/] with [PATH=/msps_user/]

• replace [PATH=/popstore_pwd/] with [PATH=/chng_pwd/]

2. As of PMDF V6.2, the global pmdf ‰lter ‰le \pmdf\table\pmdf.filter requires
the require command, the same way that the channel and user ‰lter ‰les always
have. If you have a global ‰lter ‰le that contains any of the following commands, you
must add a require statement to the top of your ‰lter ‰le, which lists the commands
that the ‰lter ‰le uses.

envelope
fileinto
reject
vacation

1.5.2 Additional Post-Installation Tasks for Sites Upgrading from
PMDF V6.0

Note: The following tasks are automated by the \pmdf\bin\upgrade_all_dbs utility.

The following is a list of tasks which must be completed following an upgrade from
V6.0 of PMDF. Sites upgrading from PMDF V6.1 or later should skip this section.

1. The format of the PMDF queue cache database has changed as of PMDF V6.1 from
the format used in PMDF V6.0. Therefore the PMDF queue cache database must be
rebuilt, via the command:

del c:\pmdf\table\queue_cache\*.*
pmdf cache -synchronize

Note: After an upgrade to PMDF V6.1 or later, the following ‰les can be safely deleted.

__db_lock.share
__db_mpool.share

They may be located in c:\pmdf\table and c:\pmdf\tmp .
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2. Sites that were using the popstore or MessageStore under PMDF V6.0 and are
upgrading to PMDF V6.1 or later must rebuild the PMDF popstore/MessageStore
user database since its format has changed. Rebuild the user database with the
commands:

del c:\pmdf\user\userdb.*
pmdf msgstore x-build-user-db

or

del c:\pmdf\user\userdb.*
pmdf popstore x-build-user-db

3. The format of all PMDF Berkeley DB (formerly known as SleepyCat) databases has
changed as of PMDF V6.1 from the format used in PMDF V6.0. You must convert
all of these databases to the new format by using the db_upgrade utility. Note that
db_upgrade changes the database in-place, so it's recommended to make a backup
copy ‰rst. For example:

cd c:\pmdf\user
copy forwarddb.db forwarddb.db.old
db_upgrade -s forwarddb.db

Note that the -s is required.

Following is a partial list of possible Berkeley DB database ‰les in c:\pmdf
directories with .db extensions:

• c:\pmdf\table\aliasesdb.db

• c:\pmdf\table\domaindb.db

• c:\pmdf\table\from_x400.db

• c:\pmdf\table\generaldb.db

• c:\pmdf\table\profiledb.db

• c:\pmdf\table\reversedb.db

• c:\pmdf\table\to_x400.db

• c:\pmdf\user\forwarddb.db

Note, however, that if you have additional PMDF databases on your system (for
instance, users' own personal alias databases), then you will also need to convert
those databases. Users wanting to convert their own personal alias database may do
so with the commands:

copy aliasesdb.db aliasesdb.db.old
c:\pmdf\bin\db_upgrade -s aliasesdb.db

which converts the aliasesdb.db ‰le in place.
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1.6 Post-Installation Tasks for New Sites
The following is a list of tasks which must be completed following a new installation

of PMDF.

1. Create PMDF's site-speci‰c con‰guration ‰les using the automatic con‰guration
generation utility; see Chapter 3 and Chapter 5. If you did not choose to con‰gure
PMDF-MTA during your PMDF-MTA installation, then to con‰gure PMDF-MTA later
you may issue the command:

http_server -s

and then point your web browser (Netscape version 3.0 or later, or Microsoft Internet
Explorer version 4.0 or later), with JavaScript enabled, at

http://localhost: 7633/

Refer to Chapter 3 and Chapter 5 for information, step-by-step procedures, and
an example con‰guration.

2. Once you have generated an initial con‰guration, you should take whatever addi-
tional steps may be required to complete the con‰guration of PMDF. The automatic
con‰guration generator produces a checklist which details any additional steps re-
quired to complete the con‰guration of PMDF. Make sure to look over this checklist
‰le. Note that the pmdf edit utility may be convenient to use when editing PMDF
‰les; it is a Notepad-like application, geared towards editing PMDF con‰guration
‰les.

3. If you did not do so before installing PMDF, ensure that the Windows Task Scheduler
is running automatically; see Section 1.2.

4. If you will not be rebooting your system, then you should manually start up the
PMDF Dispatcher and Job Controller at this time. You may either do this from the
Control Panel‚go to the Services icon and ‰nd the Dispatcher and Job Controller
and start them‚or you may start up the PMDF Dispatcher and Job Controller at
the command line using the command:

pmdf startup

1.7 Removing PMDF From Your System
To completely remove PMDF from your system, follow these steps:

1. Shut down PMDF by issuing the following command:

pmdf shutdown

2. Deinstall PMDF from your system by clicking on

• Start Menu, then

• Settings, then

• Control Panel, then

• Add/Remove Programs
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3. Select PMDF and click on Add/Remove.

Note: Deinstallation of PMDF deletes only those ‰les present in the distribution kit. In
particular, deinstallation will not remove site-generated ‰les and other ‰les such as the
PMDF con‰guration ‰le:

\pmdf\table\pmdf.cnf

To remove these ‰les you must delete the PMDF directory by hand after InstallShield
‰nishes.

Note that deinstallation of PMDF also does not remove the scheduled tasks such as
the post and return jobs. These must be removed manually.
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2 PMDF Example Installation

Figure 2ƒ1 through Figure 2ƒ12 are samples of what you could see during an
installation of PMDF-MTA on a Windows system.

Figure 2ƒ1 is the initial welcome page.

Figure 2ƒ1 PMDF Installation Session: PMDF - Welcome
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Figure 2ƒ2 PMDF Installation Session: Welcome to PMDF Setup
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Figure 2ƒ3 PMDF Installation Session: Dedicated System
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Figure 2ƒ4 PMDF Installation Session: Choose Destination Location
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Figure 2ƒ5 PMDF Installation Session: Choose Data Folder
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Figure 2ƒ6 shows the component selection page of the installation.

Figure 2ƒ6 PMDF Installation Session: Select Components
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Figure 2ƒ7 PMDF Installation Session: Select Program Folder
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Figure 2ƒ8 PMDF Installation Session: Installing PMDF Components
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Figure 2ƒ9 shows a sample of what can be displayed as the installation procedure
performs additional setup tasks.

Figure 2ƒ9 PMDF Installation Session: makereg.exe
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Figure 2ƒ10 shows a sample PMDF license page. There is a separate page for each
PMDF license. Make sure that you enter all your licenses, and that your licenses are
valid for the version of PMDF that you are installing. (The license release date must be
later than the release date of the version of PMDF that you are installing.)

Note: If you have previously entered your licenses, you do not have to enter them again unless
they have changed.

Figure 2ƒ10 PMDF Installation Session: License Information
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Once PMDF is installed, you will be given the option to con‰gure PMDF (as shown in
Figure 2ƒ11). If you choose not to con‰gure now and you close the PMDF Con‰guration
Utility window, you can run the PMDF con‰guration utility later. (See Chapter 3 for
more information.)

Figure 2ƒ11 PMDF Installation Session: PMDF Con‰guration Utility
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If you want to reboot your system when you ‰nish the upgrade, click on Yes, I want
to restart my computer now. (This is the default option, as shown in Figure 2ƒ12.)

Figure 2ƒ12 PMDF Installation Session: Setup Complete‚Restart
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3 Generating an Initial PMDF Con‰guration

This chapter describes how to use the PMDF automatic con‰guration generator to
create an initial con‰guration for your system. In most cases, the con‰guration that
is created by following these steps will not require further modi‰cation. However,
if additional customization is required, you will need to edit the con‰guration ‰les
manually.

Manual editing of the con‰guration ‰les could also be required as your environment
evolves. For example, as networks or gateways are added to your system, you might need
to add rewrite rules or channel blocks to your pmdf.cnf ‰le. In many cases, you might
‰nd it easier to rerun the con‰guration generator, entering different values to reŠect the
changes in your environment.

3.1 Before You Begin
Before you run the automatic con‰guration generator, you should know about

your network con‰guration, as well as what input needs to be supplied to the PMDF
con‰guration generator.

3.1.1 Selecting a System Name
Before you con‰gure PMDF, you should give some thought to what your of‰cial local

host name should be. This is not just a matter of picking a name for your system. If you
want to communicate with systems on the Internet, your system needs to be registered as
a member of some network domain. In order to be eligible for registration, you must have
a connection to a system on the Internet that is able to perform name server functions
for you.

If you are using PMDF in an isolated (non-Internet) application, you can pick any
system name you want. However, remember that networks have a way of growing and
becoming more visible. At some point in the future, you could regret a careless decision
about naming conventions you made earlier. Try to pick a sane, sensible name that is
appropriate for your users, system, and site.

If you have chosen a TCP/IP hostname already, you could use that name as your
of‰cial local host name. Alternately, you could use a more generic e-mail hub name for
your of‰cial local host name. Should you choose to do the latter, the PMDF con‰guration
generator will also need to know your TCP/IP hostname. When it prompts for that name,
it will supply a default answer.

Note: The PMDF con‰guration generator attempts to provide default values to the prompts.
These defaults are obtained, whenever possible, from your system environment.
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3.1.2 Authentication and Security
There are various contexts when users might need to authenticate themselves

(supply a password). Some of these situations are:

• Using a POP or IMAP client to connect and read e-mail

• Setting up a personal mailbox ‰lter

• Using SASL to send e-mail

PMDF supports performing authentication against various authentication sources,
such as, system passwords, the PMDF password database, PMDF user pro‰les, PMDF
MessageStore or PMDF popstore account pro‰les, or even an LDAP directory. The PMDF
default (which allows authentication against any PMDF user pro‰le, the PMDF password
database, or system login passwords) is a good starting point for most sites. (See the
PMDF System Manager's Guide for further information on PMDF authentication and
security con‰guration.)

3.2 Using the Web-Based PMDF-MTA Con‰guration Utility
The web-based PMDF-MTA con‰guration utility is executed as part of the initial

PMDF-MTA installation. However, it can also be run separately at a later date.

Note: If this is a new installation, make sure you follow the preliminary tasks for new
installations that are described in Section 1.2.

The web-based con‰guration utility can be used to generate an initial con‰guration,
or it can be used to generate a new con‰guration of an existing PMDF installation. If you
are con‰guring multiple components (for example, MTA/SMTP and IMAP/POP servers),
these components can either be con‰gured at the same time, or they can be con‰gured
at different times.

Con‰guring components at the same time lets the con‰guration utility mesh
some of the con‰guration ‰les, thereby minimizing the number of post-con‰guration
checklist tasks that you will need to perform. In particular, con‰guring IMAP/POP
server use at the same time as the base MTA/SMTP con‰guration is often convenient.
However, con‰guring components at different times might be more convenient for an
initial installation. Con‰guring and testing the MTA component (with or without
IMAP/POP servers) before adding a PMDF-LAN or PMDF-XGS con‰guration is usually
recommended.
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If this is a new installation and PMDF is not running, start the web-based con‰guration utility:

1. Log in as Administrator .

2. Issue the following command:

http_server -s

The above command starts up the PMDF HTTP server in standalone mode, making the
web-based con‰guration utility available.

Note: Sites that already have PMDF running do not need to issue the above command when
they want to re-run the con‰guration utility, as the PMDF HTTP server will already be
running normally for them.

When you are adding con‰guration components, or recon‰guring an existing
con‰guration, the utility will prompt you to authenticate yourself. You must authenticate
as Administrator , with the Administrator account's password.

With JavaScript enabled, point your web browser (using Netscape version 3.0 or
later, or Microsoft Internet Explorer version 4.0 or later) to

http:// localhost :7633/

where localhost is the TCP/IP name of your PMDF system. Select the ``Con‰guration
Utilities'' link to begin the con‰guration.

Each screen in the con‰guration utility has radio buttons, checkboxes, and/or text
input ‰elds. If you click on any of these ‰elds, instructions for the ‰eld appear in the
``Help'' box at the bottom of the page.

Note: If you use a full-screen web-browser window, you can avoid unnecessary vertical scrolling.

Once you have made your selections and returned to the main con‰guration screen,
select the ``Generate'' button, and then click on the ``Con‰rm'' button (on the next page)
to generate your con‰guration.

Review the checklist that is generated by the con‰guration, and take whatever
additional steps are required.
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4 Con‰guring PMDF POP and IMAP Mailbox Servers

The PMDF POP and IMAP servers are multi-threaded, and they run under the
control of the PMDF Dispatcher. On Windows, the POP server can serve out PMDF
MessageStore and PMDF popstore mailboxes. The IMAP server can only serve out PMDF
MessageStore mailboxes.

This chapter describes how to use the PMDF Mailbox Servers con‰guration utility.
This utility generates de‰nitions for POP and IMAP servers. These de‰nitions are
inserted into:

• The PMDF Dispatcher con‰guration.

• PMDF POP and PMDF IMAP server con‰guration ‰les.

4.1 Before You Begin
Before you run the PMDF Mailbox Servers con‰guration utility, you must install

PMDF-MTA on your system. It is recommended that you also con‰gure PMDF-MTA
before you con‰gure the PMDF POP and IMAP mailbox servers. (See Chapters 1, 2, and
3, if you have not already installed and con‰gured PMDF-MTA.)

The PMDF POP and IMAP mailbox servers con‰guration utility prompts you for
several pieces of information, including the number of simultaneous POP and IMAP
connections you want to allow at your site. You will need to provide site-appropriate
answers. For some of the questions, the con‰guration utility provides reasonable default
values. You might want to take the default answers the ‰rst time you con‰gure, and
then later, after observing the actual POP and IMAP usage at your site, recon‰gure with
values that are more appropriate for your site.

Con‰guration questions include the following:

• Whether you want to run a POP server, an IMAP server, or both.

• Whether you want to log POP and IMAP connections.
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• Whether you want to run a poppassd server to support changing passwords from
POP clients who are using the ad hoc password changing (for example, Eudora).

Note: The poppassd protocol involves sending both the old and the new password in the
clear. Consider this point carefully when you are deciding whether or not to provide
this service.

• Whether you want to enable PMDF's password changing web interface.

If you choose to run a MessageStore IMAP or POP server, the utility will also
con‰gure the PMDF MessageStore and PMDF popstore for you. Therefore, you will
be asked some additional questions, including:

• The pseudo domain name assigned to the MessageStore. This is the domain name
that is used to address mail to PMDF MessageStore users. For example, if you want
MessageStore users to have addresses in the form of
user@msgstore.sample.example.com , you would use the domain name
msgstore.sample.example.com for the MessageStore.

• The default primary message storage quota to allow each user. The default account
is granted this quota. When you create user accounts, they will be given this primary
quota, unless you specify a different quota. A primary quota value of 0 means
unlimited storage quota.

• The default overdraft message storage quota to allow each user. This is the amount
that users are allowed to exceed their primary quota. 1 The default account is
granted this overdraft quota, which is then used as a default setting for the user
accounts that you create.

• The number of days to retain unread PMDF popstore messages. If a user has not
either downloaded or deleted a message after this limit, the message will either
be deleted silently, or returned to its originator as unread. If you want to retain
messages inde‰nitely, specify an age limit of 0.

• A special account name for posting to public folders in the MessageStore.

If you choose to run a POP server, you will be asked some additional questions,
including:

• The maximum number of simultaneous POP connections you want to support on your
system.

Note: This is not the total number of users, or even the total number of POP users. Rather,
it is the maximum number of simultaneous POP connections.

POP connections are usually brief‚the POP client connects, downloads messages,
and disconnects.

Choose a number that provides reasonable access for your users, without overbur-
dening your system resources.

• The maximum number of connections you want to allow per server process. To
support a given number of simultaneous connections, there is a trade-off between the
number of processes used, and the number of connections handled per process. Fewer
connections per process tend to result in greater responsiveness for the individual
connections. However, the resulting need for more processes incurs greater system

1 The utility of an overdraft quota is explained in the PMDF MessageStore & popstore Manager's Guide .
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overhead. It is recommended that you choose a moderate number of connections per
process.

• Whether you want the server to support the POP3 UIDL command.

The UIDL command lets POP clients keep track of messages by using an identi‰er.
POP users who enable leave mail on server behavior typically appreciate having UIDL
supported, as this lets their client keep track of which messages in their inbox have
already been read. Sites that want to discourage leave mail on server behavior should
disable UIDL support.

If you choose to run an IMAP server, you will be asked some additional questions,
including:

• The maximum number of simultaneous IMAP connections you want to support on
your system.

Note: This is not the total number of users, or even the total number of IMAP users. Rather,
it is the maximum number of simultaneous IMAP connections.

Some IMAP clients make (and keep open) more than one connection to the server,
so the number of simultaneous IMAP connections can be higher than the number of
simultaneous IMAP users.

Unlike POP connections, IMAP connections tend to be longer lasting‚the IMAP
client connects, and stays connected as the IMAP user reads and moves messages
between folders.

Choose a number that will provide reasonable access for your users, without
overburdening your system resources.

• The maximum number of connections you want to allow per server process. To
support a given number of simultaneous connections, there is a trade-off between the
number of processes used, and the number of connections handled per process. Fewer
connections per process tend to result in greater responsiveness for the individual
connections. However, the resulting need for more processes incurs greater system
overhead. It is recommended that you choose a moderate number of connections per
process.

4.2 Using the Web-Based POP and IMAP Mailbox Servers
Con‰guration Utility

This section describes how to use the web-based POP and IMAP mailbox servers
con‰guration utility to con‰gure mailbox servers for a PMDF-MTA system. This utility
can be used to generate an initial mailbox servers con‰guration, or it can be used to
con‰gure new mailbox servers for an existing PMDF installation.

With JavaScript enabled, point your web browser (Netscape version 3.0 or later, or
Microsoft Internet Explorer version 4.0 or later) to

http:// localhost :7633/

where localhost is the TCP/IP name of your PMDF system. At this point, you should
see a screen similar to the one shown in in Figure 5ƒ3.
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Select the Con‰guration Utilities link. You will then be asked to authenticate
yourself. Do so as Administrator . At this point, you should see a screen similar
to the one shown in Figure 5ƒ4.

If your last use of the web-based PMDF con‰guration utility was to con‰gure PMDF-
MTA, and your PMDF-MTA con‰guration has not been modi‰ed manually since then,
you can load your prior PMDF-MTA con‰guration session before you begin your mailbox
servers con‰guration. If you want to redo your PMDF-MTA con‰guration, you can start
by doing so now. Otherwise, you can con‰gure just the mailbox servers during this
con‰guration session. (Both options will minimize the number of checklist tasks you will
need to do later.)

Note: If you opt to just con‰gure the mailbox servers, you will have to do the checklist tasks to
integrate your mailbox server con‰guration into your main PMDF-MTA con‰guration.

Click on the Con‰gurebutton for IMAP/POP Servers to begin the con‰guration.
(See Chapter 5, speci‰cally Figures 5ƒ9 through Figure 5ƒ15, for a sample con‰guration
session.)
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5 PMDF-MTA and POP/IMAP Example Con‰guration

The ‰gures included in this chapter show a sample PMDF-MTA con‰guration
session, including the IMAP/POP server con‰guration. The web-based con‰guration
utility was used for the con‰guration.

Speci‰cs for this particular session are:

• The session includes IMAP/POP server con‰guration.

• The session uses the web-based con‰guration utility.

• The sample site, EXAMPLE.COM, has two Windows nodes ( naples and milan ).

• The naples node will be a PMDF-MTA and PMDF-LAN node.

• The naples node has TCP/IP connections to the Internet.

• The naples node will be acting as a gateway for EXAMPLE.COM's cc:Mail and
WordPerfect Of‰ce users.

• EXAMPLE.COM is the gateway for another company in town (OTHERCO.COM).

• The naples node will be the node that routes mail for the OTHERCO.COM node,
vaxa.otherco.com .

• milan is an internal EXAMPLE.COM node that is not necessarily registered on the
Internet.

• PMDF-MTA has been installed on the naples node.

Note: The sample con‰guration session only handles the base PMDF-MTA con‰guration with
IMAP and POP mailbox servers. The connections to the PC-LAN users that are available
by using PMDF-LAN (for example, connections to WordPerfect Of‰ce and cc:Mail) need
to be performed. (See Chapter 6 and Chapter 7 for more information.)

Figure 5ƒ1 shows the sample site.
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Figure 5ƒ1 Sample PMDF Site EXAMPLE.COM

Whenever possible, the web-based con‰guration utility tries to provide reasonable
default answers. If you have run the web-based con‰guration utility before, you can
use the load button on the main page to load your previous session's answers. (See
Figure 5ƒ4.) Those answers will then become the defaults for this new session. When
you are satis‰ed with the answers on a given page, press the ``Next'' (or ``Done'') button
to continue the con‰guration.

Note: Remember that the values in this sample con‰guration are for purposes of example only.
Make sure to use values that are appropriate for your system.

If this is the ‰rst time PMDF is being con‰gured (in other words, PMDF is not yet
running), you need to start up the PMDF HTTP server in standalone mode. Use the
following command (from the Administrator account) to start up the server:

http_server -s

Once the PMDF HTTP server is running (either in standalone mode for a new
installation, or on a previously con‰gured PMDF system), you are ready to access
the web-based con‰guration utility. With JavaScript enabled, point your web browser
(Netscape version 3.0 or later, or Microsoft Internet Explorer version 4.0 or later) to

http:// localhost :7633/

where localhost is the TCP/IP name of your PMDF system. If this is a con‰guration for
an initial PMDF installation (with the PMDF HTTP server running in standalone mode),
you will see a screen similar to the one shown in Figure 5ƒ2. If this is a con‰guration
(or re-con‰guration) on a system where PMDF is already running, you will see a screen
similar to the one shown in Figure 5ƒ3. In either case, select the ``Con‰guration Utilities''
link to begin the con‰guration.
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Figure 5ƒ4 through Figure 5ƒ9 are sample screens that were generated during the
MTA/SMTP con‰guration. Figure 5ƒ10 through Figure 5ƒ15 are sample screens that
were generated during the IMAP/POP server con‰guration.
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Figure 5ƒ2 HTTP Server Standalone Main Page
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Figure 5ƒ3 HTTP Server Regular Main Page
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5.1 MTA/SMTP Con‰guration

Figure 5ƒ4 Con‰guration Main Page

The ‰les that are generated during the con‰guration are in the directory that
is shown in the Directory to Write Con‰guration Files . The default location is
C:\pmdf\table , which is the live con‰guration directory (if you installed PMDF on
the C drive). If you want to experiment with the con‰guration, rather than generate live
‰les, you can specify an alternate directory.
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Figure 5-5 displays when PMDF is initially con‰gured. Use this screen to enter
information about the local host (the system that is running PMDF).

Figure 5ƒ5 PMDF-MTA/SMTP Con‰guration, Local Host Information
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Figure 5-6 is the second page of the PMDF-MTA/SMTP con‰guration component.
Use this screen to enter information about any other internal systems.

Figure 5ƒ6 PMDF-MTA/SMTP Con‰guration, Local Network Information
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Figure 5-7 shows the list of authentication sources that PMDF can check against
when it is verifying passwords. This screen also lists additional security options. Select
the authentication sources and additional security options for the con‰guration.

Figure 5ƒ7 PMDF-MTA/SMTP Con‰guration, Security Information
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Figure 5-8 is the last page where you need to enter PMDF-MTA/SMTP con‰guration
information. When you have entered all the information, click on the Done button.

Figure 5ƒ8 PMDF-MTA/SMTP Con‰guration, Final Details Page
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Figure 5-9 is the main page of the PMDF web-based con‰guration utility. (This menu
displays again after you enter con‰guration information for the MTA/SMTP component.)

At this point, you can either generate just the main MTA con‰guration ‰les (by clicking
the Generate button), or you can select another component to con‰gure.

Figure 5ƒ9 Con‰guration Main Page, MTA Con‰guration Entered
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5.2 IMAP/POP Server Sample Con‰guration
Figure 5-10 is the ‰rst page of the IMAP/POP servers con‰guration component.

Figure 5ƒ10 IMAP/POP Con‰guration, Select Servers
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Figure 5-11 shows the options you can select for the popstore/MessageStore.

Figure 5ƒ11 IMAP/POP Con‰guration, popstore/MessageStore Information
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Figure 5-12 shows the IMAP server options you can select.

Figure 5ƒ12 IMAP/POP Con‰guration, Server Information
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Figure 5-13 shows the main page of the PMDF web-based con‰guration utility. (This
menu displays again after you con‰gure IMAP/POP servers.)

Figure 5ƒ13 Con‰guration Main Page, MTA and IMAP/POP Con‰gurations Entered
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Figure 5-14 shows an example of the ‰les that can be generated during a con‰gura-
tion.

Figure 5ƒ14 Generate Files
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Figure 5-15 shows a sample checklist that was generated by the con‰guration utility.
Review this checklist and take whatever additional steps are required.

Figure 5ƒ15 MTA and IMAP/POP Checklist File
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6 Generating an Initial PMDF-LAN Con‰guration

This chapter describes how to modify a basic PMDF-MTA con‰guration to include
PMDF-LAN's PC-LAN channels.

Manual editing of the con‰guration ‰le could be required as your environment
evolves.

6.1 Before You Begin
Before you run the PMDF-LAN con‰guration utility, you must have installed and

con‰gured PMDF-MTA with PMDF-LAN support. (If you have not already installed and
con‰gured PMDF-MTA, see Chapter 1 through Chapter 5.)

The PMDF-LAN con‰guration utility prompts you for several pieces of information.
For some of the questions, the con‰guration utility provides reasonable default values.
For other questions, you will need some knowledge of the PC-LAN setup at your site.
Knowing the correct values for these questions usually requires that you coordinate with
the PC-LAN management at your site. If that person is not you, check with them to ‰nd
out the current values. Also impress upon the PC-LAN management that any future
changes in these values will need to be coordinated with you. Unilateral changes in the
PC-LAN setup will break the mail gateway.

PMDF-LAN con‰guration questions include the following:

• Which channels you want to con‰gure (for example, cc:Mail, Lotus Notes, Microsoft
Mail, WordPerfect Of‰ce (GroupWise), or Novell MHS).

• Names that the PC mail system already has (for example, domain name for Lotus
Notes, network and post of‰ce names for Microsoft Mail, domain and post of‰ce
names for WordPerfect Of‰ce, or workgroup name for MHS-based systems).

If you are con‰guring a cc:Mail, Microsoft Mail, WordPerfect Of‰ce (GroupWise), or
Novell MHS channel (or some group of these), there are some additional questions you
will be asked, including:

• The name of the directory (or directories) that will be used as the ‰le drop off spot
on the PMDF system. This directory will contain message ‰les that are:

* Destined for the PC-LAN system.

* Inbound from the PC-LAN system.

You might want to refer to the initial sections of the PMDF-LAN chapter of the PMDF
System Manager's Guide for a description of several possible approaches.

Note: If you will be using ‰le serving software for the PMDF system to store the PC-
LAN mail system ‰les on your PMDF disk, then it is a good idea to use a directory
outside of the PMDF directory structure for the PC-LAN message ‰les. This not only
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allows the optimal use of ‰le protections, but it also avoids conŠicts with PMDF's
own directory structure.

If you are con‰guring a Lotus Notes channel, you will be asked additional
questions, including:

• The two port numbers where the PMDF Service Dispatcher will listen for
communications from the PMDF Notes Gateway Service Add-ins. These numbers
must match the PMDF Notes Gateway Service Add-ins that are in the Lotus
Notes server initialization ‰le.

• The IP address of the Lotus Notes server.

6.1.1 Selecting Pseudo Domain Names
You should give some thought to what pseudo domain names you should associate

with PC-LAN mail post of‰ces. If you are using PMDF in an isolated (non-Internet)
application, you can pick any pseudo domain names that you want. If you set up a
system of centralized naming, the particular pseudo domain names that are assigned
could be largely invisible, even if you are part of a larger network. However, remember
that networks have a way of growing and becoming more visible and, at some point in the
future, you could regret a careless decision about naming conventions you made earlier.
Try to pick a sane, sensible name that is appropriate for your users, system, and site.
Even if you do not currently expect your domain to be visible to users, choose a name
that would be acceptable if it is visible.

Your PMDF system has a name associated with it. In addition, PC-LAN mail systems
often have their own internal name for the post of‰ce, and the network, domain, or
workgroup to which they belong. If your PC mail system is located on a server, that
server could have a name. Some combination of these names is appropriate.

Consider the following possible scenario:

• Your PMDF system is naples.example.com.

• Your WordPerfect Of‰ce (GroupWise) post of‰ce considers itself to be the HQ
postof‰ce in the EXAMPLE WordPerfect Of‰ce domain.

• The post of‰ce ‰les are stored on a Novell ‰le server named WIDGETS.

Reasonable possibilities for the name of the pseudo domain associated with that
WordPerfect Of‰ce post of‰ce could be one of the following:

• wpo.example.com

• wpo.naples.example.com

• wpo.widgets.example.com

• hq.naples.example.com

• hq.example.example.com

• hq.widgets.example.com
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The best choice for your particular site could depend on some of the following factors:

• Whether you have (or anticipate having) multiple WordPerfect Of‰ce post of‰ces.

• Whether you expect the post of‰ces to be located on the same server.

• Whether such servers will be accessed from the same PMDF system, or from multiple
systems.

• Whether the important distinguishing feature of these users is that they are
WordPerfect Of‰ce users, or they are HQ users.

6.2 Using the Web-based PMDF-LAN Con‰guration Utility
This section describes how to use the web-based PMDF-LAN con‰guration utility.

This utility can be used to generate an initial PMDF-LAN con‰guration, or it can be used
to generate a new con‰guration of an existing PMDF-LAN installation.

With JavaScript enabled, point your web browser (Netscape version 3.0 or later, or
Microsoft Internet Explorer version 4.0 or later) to

http:// localhost :7633/

where localhost is the TCP/IP name of your PMDF system. At this point, you should
see a screen similar to the one shown in Figure 5ƒ3.

Select the Con‰guration Utilities link. You will then be asked to authenticate
yourself. Do so as Administrator . At this point you should see a screen similar to
the one shown in Figure 5ƒ4.

If your last use of the web-based PMDF con‰guration utility was to con‰gure PMDF-
MTA, and your PMDF-MTA con‰guration has not been modi‰ed manually since then,
you can load your prior PMDF-MTA con‰guration session before you begin your PMDF-
LAN con‰guration. If you want to redo your PMDF-MTA con‰guration, you can start by
doing so now. Otherwise, you can con‰gure just PMDF-LAN during this con‰guration
session. (Both options will minimize the number of checklist tasks you will need to do
later.)

Note: If you opt to just con‰gure PMDF-LAN, you will have to do the checklist tasks to integrate
your PMDF-LAN con‰guration into your main PMDF-MTA con‰guration.

Click on the Con‰gurebutton for PMDF-LAN to begin the con‰guration.
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Figure 7ƒ1 through Figure 7ƒ6 are samples of a PMDF-LAN con‰guration session.
Example 7ƒ1 is a sample checklist ‰le that corresponds to the con‰guration.

Note: The sample site, EXAMPLE.COM, is described in Chapter 5. PMDF-LAN has been
installed on node naples , and the con‰guration is being performed on naples .

Remember that the values in these samples are for purposes of example only. Make
sure you use values that are appropriate for your system when you perform the actual
con‰guration.
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PMDF-LAN Example Con‰guration

Figure 7ƒ1 shows the main page, where you indicate which LAN systems you want
the PC-LAN mail systems to connect to.

Figure 7ƒ1 PMDF-LAN Con‰guration, Initial Page
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PMDF-LAN Example Con‰guration

Figure 7ƒ2 shows the cc:Mail connection con‰guration page.

Figure 7ƒ2 PMDF-LAN Con‰guration, cc:Mail
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PMDF-LAN Example Con‰guration

Figure 7ƒ3 and Figure 7ƒ4 show con‰guring the GroupWise (WPO) connection.

Figure 7ƒ3 PMDF-LAN Con‰guration, GroupWise (WPO) Addressing
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PMDF-LAN Example Con‰guration

Figure 7ƒ4 PMDF-LAN Con‰guration, GroupWise (WPO) Directories
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PMDF-LAN Example Con‰guration

Figure 7ƒ5 shows the con‰guration utility main menu that displays after you
enter the PMDF-LAN con‰guration information. At this point, you can click Generate
to generate PMDF-LAN con‰guration ‰les, or you can choose to con‰gure another
component.

Figure 7ƒ5 PMDF-LAN Con‰guration, Ready to Generate
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PMDF-LAN Example Con‰guration

Figure 7ƒ6 shows the point in the con‰guration where you can choose to proceed and
write the con‰guration ‰les.

Figure 7ƒ6 PMDF-LAN Con‰guration, Generate Files
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PMDF-LAN Example Con‰guration

Example 7ƒ1 shows a sample checklist ‰le ( webconfig.checklist ) that is
generated by the con‰guration utility. This checklist describes additional steps that
you need to do to complete your con‰guration.

Example 7ƒ1 Example Checklist File for PMDF-LAN Con‰guration: cc:Mail and WordPerfect
Of‰ce

(1) You have configured PMDF-LAN separately from the MTA. Therefore you have
to verify that the MTA configuration file "/pmdf/table/pmdf.cnf" includes
the rewrite-rules and channel definitions for PMDF-LAN:
"C:\pmdf\table\lan.rules" and
"C:\pmdf\table\lan.chans".

For cc:Mail,
(2) Create the post office "PMDF" in cc:Mail. This is done by simply entering

its name into the Mail directory with P for its location.

(3) Make sure the directory containing the files
C:\usr\ccmail\ccmail.exp
\usr\ccmail\ccmail.imp,
\usr\ccmail\ccmail.und is created and
writeable by both PMDF and the PC side.

(4) Copy \pmdf\other\dos\delay.exe to
a directory where the PC can see it. This program can be used to introduce
delays between running the import/export utilities.

(5) You need to set up a batch job on a PC to run IMPORT/EXPORT programs with
the following basic (example) commands:

:loop
m:\ccadmin\import file/hex <CCMAILPO> <admin_password> m:\ccdata
m:\ccadmin\export file/hex format/fan PMDF <admin_password> m:\ccdata
delay 5min
goto loop

The above example assumes M: to be the drive where your ccmail files are
and that you are using the default names ccmail.imp, ccmail.exp and
ccmail.und for importing and exporting. <admin_password> is
the administrator password to cc:Mail. <CCMAILPO> is assumed to
be the name of your cc:Mail post office; you need to substitute your actual
cc:Mail postoffice name where <CCMAILPO> is shown. Please see
the cc:Mail import/export manual for more details on the format of the
command.

(6) For proper handling of attachments, you should consider enabling mappings
such as those demonstrated in the sample file
C:\pmdf\table\cc_mappings.sample. To enable
these mappings, cut and paste the contents of the sample file into the
C:\pmdf\table\mappings file.

For WordPerfect Office
(7) Make sure PMDF is defined as a gateway in WordPerfect Office, with the WPO

domain of example and post office of pmdf.

Example 7ƒ1 Cont'd on next page
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PMDF-LAN Example Con‰guration

Example 7ƒ1 (Cont.) Example Checklist File for PMDF-LAN Con‰guration: cc:Mail and
WordPerfect Of‰ce

(8) Make sure the gateway subdirectories in WordPerfect Office are created,
i.e. the ATT_IN, API_IN, ATT_OUT and API_OUT directories should be created
as viewed from Windows:
C:\usr\wpo\example\wpgate\api40\att_out\,
C:\usr\wpo\example\wpgate\api40\api_out\,
C:\usr\wpo\example\wpgate\api40\att_in\ and
C:\usr\wpo\example\wpgate\api40\api_in\ respectively.

(9) Make sure you run the WordPerfect Office's Connectivity Server on a PC.
This will import/export the messages.

(10) For proper handling of attachments, you should consider enabling mappings
such as those demonstrated in the sample file
C:\pmdf\table\wpo_mappings.sample. To
enable these mappings, cut and paste the contents of the sample file into
the C:\pmdf\table\mappings file.

For eight bit character set handling
(11) Add a CHARSET-CONVERSION mapping table to your mappings file to convert

between the eight bit character sets in use at your site and those
commonly used on the Internet. For example,

CHARSET-CONVERSION

! Convert character sets cc_* <-> l, and cc_* <-> tcp_*
IN-CHAN=cc_*;OUT-CHAN=l;CONVERT Yes
IN-CHAN=cc_*;OUT-CHAN=tcp_*;CONVERT Yes
IN-CHAN=l;OUT-CHAN=cc_*;CONVERT Yes
IN-CHAN=tcp_*;OUT-CHAN=cc_*;CONVERT Yes
IN-CHAN=cc_*;OUT-CHAN=l;IN-CHARSET=ibm850 OUT-CHARSET=iso-8859-1
IN-CHAN=cc_*;OUT-CHAN=tcp_*;IN-CHARSET=ibm850 OUT-CHARSET=iso-8859-1
IN-CHAN=l;OUT-CHAN=cc_*;IN-CHARSET=iso-8859-1 OUT-CHARSET=ibm850
IN-CHAN=tcp_*;OUT-CHAN=cc_*;IN-CHARSET=iso-8859-1 OUT-CHARSET=ibm850
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