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PreciseMail Anti-Spam Gateway - Get precisely the email you want

MEASURING SPAM COSTS

Spam is more than just a nuisance; studies indicate that it has a substantial cost impact to an organization. Time
wasted deleting junk e-mail costs American businesses nearly $22 billion a year, according to a new study from the
University of Maryland. Spam also has the added cost of network and system consumption and it exposes organiza-
tions to legal liability due to creating a hostile work environment. Trends indicate that both email users and organiza-
tions are exposed to more potential monetary damage due to the rising amount of phishing attacks, where fraud
email messages are used for identity theft.

HiGH SPAM DETECTION ACCURACY

PreciseMail Anti-Spam Gateway enterprise software solution eliminates spam, phishing and virus threats at the
Internet gateway or email server without losing legitimate messages. Its multi-layered filtering engine has a proven
out-of-the-box spam detection accuracy rate of 98% as seen in a Network World product review.

FLEXIBLE DEPLOYMENT OPTIONS PRECISEMAIL ANTI-SPAM GATEWAY
PreciseMail Anti-Spam Gateway runs on DEPLOYMENT OPTIONS
Solaris, Linux, and OpenVMS and may be
deployed as an integrated solution with Sun Internet
Java System Messaging Server or on a Internet
standalone SMTP proxy system in front of
Sun Java System Messaging Server (see i l ::;"T‘ga;:’::y <orver
Figure 1). In the integrated deployment, o
PreciseMail Anti-Spam Gateway software is PreciseMail [ — =N Zﬁﬁgsxn
installed on the same system as Sun Java AL N N cateway
System Messaging Server and requires no Y Integrated SMTP Proxy
new MTA configurations or hardware. The Sun Java System
integrated deployment allows you to take Messaging Server & N '\sn‘:;::;’i::ys‘em
full advantage of all the features supported Server
in Sun Java System Messaging Server. In l
the standalone deployment, PreciseMail Email Server Email Server
Anti-Spam Gateway filters email before it or User or User
reaches the Sun Java System Messaging
Server, thereby reducing processing load Integrated with Sun Java System Standalone SMTP Proxy
and improving performance. Messaging Server
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SCALABILITY AND SECURITY

PreciseMail Anti-Spam Gateway scales to large organizations using multiple Sun Java System Messaging Servers
where synchronization of data between them is a requirement. It supports a plethora of end-user web access authen-
tication methods so that an organization can choose what best fits their environ-
ment without adding administrative overhead. PreciseMail Anti-Spam Gateway PR 4
also supports TLS allowing users to send and receive confidential email.
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EAsy CENTRALIZED ADMINISTRATION: USER QUARANTINED EMAIL SUMMARY

PreciseMail Anti-Spam Gateway needs
minimal administration to filter spam effec-
tively. The web-based administrator inter-
face centralizes all configuration, manage-
ment, and reporting tasks. It includes effec-
tive pre-configured policy settings, and it
also provides system administrators the
ability to customize the product to their
site's requirements. Customization options
include tuning filter thresholds, writing your
own filter rules, and enabling or disabling
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interface, users can set their spam filter
preferences such as tagging and/or quaranti-
ning suspected spam messages, reviewing

and retrieving messages from quarantine (see
Figure 2), setting email notifications summary of
quarantined messages, changing filter thresholds, and
more. Although there is extensive user flexibility,
PreciseMail Anti-Spam Gateway is designed for all
skill levels so that no training is required. With its
web-based interface and logical design, users can par-
ticipate in defining spam as much or as little as they
want. Giving email users control over spam allows
them to contribute to the solution. The result is higher
user satisfaction and greater return on investment.

ABOUT PROCESS SOFTWARE

Process Software is a premier supplier of communica-
tions software solutions to mission critical environ-
ments. With 20 years in business, we were early
innovators of email software and anti-spam technolo-
gy. Process Software has a proven track record of suc-
cess with many Global 2000 and Fortune 1000 cus-
tomers.

FREE EVALUATION SOFTWARE!

Please call 800-722-7770 or email
sales@process.com to get your free evaluation copy
of PreciseMail Anti-Spam Gateway.
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REQUIREMENTS

1. Integrated Configuration - one of the following:

B Sun Java System Messaging Server (formerly known
as Sun ONE Messaging Server) v5.2 or higher on
Solaris SPARC 8 or higher.

mSendmail 8.12 or higher on Solaris SPARC or Intel v8
or higher, RedHat Linux v7.2 or higher, RedHat Linux
Enterprise Edition v3.0 or higher, Suse Linux v9.0 or
higher.

B PMDF v6.1 or higher on Solaris SPARC or Intel v8 or
higher, Tru64 UNIX v4.0D or higher, OpenVMS Alpha
v6.2/VAX v6.1 or higher.

2. Standalone SMTP Proxy Configuration:

Runs on one of the following: Solaris 8 or higher on
SPARC/x86, RedHat Linux v7.2 or higher, RedHat Linux
Enterprise Edition v3.0 or higher, Suse Linux v9.0 or high-
er, OpenVMS VAX v6.1 or higher, OpenVMS Alpha v6.2
or higher, OpenVMS Itanium v8.2 or higher.
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